SECURITY SELF-ASSESSMENT SCORECARD 100

primary email accounts:
financial accounts:

accounts  write down all your KEY accounts file storage accounts:
social / personal accounts:
o any other:
= PRIMARY email password unique AND strong? /25
o
2 KEY account passwords unigue AND strong? /10
< passwords
as all known account passwords unigue AND strong? /3
[nsy
§ BONUS: using a password manager? /5
& 2-factor on PRIMARY email? /10
2-factor on KEY accounts? /95
2-factor :
2-factor on all accounts (where possible)? /2
BONUS: backup codes printed and stored safely? /5
, write down all the devices you own OITES;
devices (computers/laptops, tablets, phones) computers:
2 PEERS v tablets:
% locks/passcodes to get into every device (no auto-login)? /10
= locks auto-lock timer? /5
(mm]
& auto-locking on close? /5
[aey
§ encryption  all devices encrypted? /10
o remote ability to find lost device /5
control ability to wipe stolen device /5
anti-virus  anti-virus/anti-malware software on all devices /5
photos / videos / art?
data write down the type of data you care about writing?
work files?
if any of my devices were destroyed right now, would | lose /20
anything | care about?
E backups do | have more than one backup of everything? /10
2 are my backups in a separate place than my devices AND each /10
% other?
5 do my public facing accounts (social media) show sensitive /5
) information (my real name, address, phone number)
privacy
do i have private browsing extensions installed? (vpns, ad /5
blocks, ghostery, etc.)
, do | use secure messaging channels for all sensitive /5
messaging :
information?
awareness answer honestly whether you grasp the concepts listed
. identity theft | understand how my personal information can be used to /10
& steal my identity, and what someone can do with my identity.
=
§ updates | understand the importance of always installing the latest /5
<§: updates right away.
< attacks | understand how phishing attacks work. /5
[a ey
§ | understand how brute force attacks work. /5
o browsing | understand how to check if a site is secure. /5
| understand how VPNs work and why they're impartant. /5
PILLAR 1 Accounts / 65
@ PILLAR 2 Devices / 45
w
g PILLAR 3 Data / 55
(%)
@ PILLAR 4  Awareness / 35
TOTAL /200
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